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An Asymmetric Cryptosystem of Skewed Affine Cipher over Elliptic Curves with
Block Matrix

Jayanti Sravania, K Chittibabua, and Prof. A Chandra Sekhara

a Department of Mathematics, GITAM, Visakhapatnam 530045, Andhra Pradesh, India

The retaining of confidentiality in data transmission with user
authentication has become eminent for easy and secure
communication. This is achieved by using the art of cryptology at
its best. Various ciphers are developed balancing time, memory,
and security. In particular, the invertible property is the basic
requirement in constructing a secure cryptosystem. In this paper,
an invertible Block matrix is constructed over Fibonacci sequences.
The sender and the recipient can derive the block matrix through
the key exchanged over a secure channel for encryption and
decryption. Also, an asymmetric cryptosystem is designed based
on the skewed Affine cipher, which uses a bijective map over
points on an Elliptic curve. The developed cryptosystem is
resistant to cryptanalytic attacks.

Introduction

Classical ciphers and modern cryptography are evolved by using the concepts of
mathematics. The historical cipher, such as Caesar cipher, used residue modulo to
perform encryption. Hill Cipher uses the concept of matrix algebra and Number theory.
The process of coding information into a disguised format and retrieving it by the
authenticated user and trials made by the attacker to hack the data is an endless cycle. But
providing an optimal cipher that can adapt well in terms of memory management,
runtime and security is an appreciably welcoming task.

Thus there is a need for efficient mathematical models to design a secure and efficient
cryptosystem. There are advancements in this field with a variety of combinations of
ciphers which include Elliptic curves, concepts of linear algebra, pre-defined functions in
mathematica(11)(12), and many more(7)(13)(14)(15).

In (1), an Augmented hill Cipher is proposed, which is resistant to all kinds of attacks
and has greater key space with the same complexity as other versions of Hill cipher. In
(3), Elliptic curve Cryptography and Hill cipher are combined to encrypt images, and
detailed security analysis for the proposed approach is explained. In (5), ECC and finite
fields have served as the basis for the proposed method, which is resistant to
cryptanalytic attacks. In (6), the analysis and design of the Affine and Hill ciphers are
discussed. In (8), a detailed study with proof is listed regarding the determinants of Block
matrices which help in understanding the invertible nature of the Block matrices. In (9),
an encryption algorithm is proposed using the Fibonacci Qλ matrix, which is invertible,
and the strength of the developed algorithm is discussed mathematically. In (10), a secure
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text-based cryptosystem is designed with the help of the concepts of ECC and hill cipher,
which requires a shorter key size.

Defining a function fx so that it is infeasible to compute fx by the intruder is the
basis for designing a cryptosystem. In this paper, we developed a mathematical model for
constructing a block matrix with a Fibonacci matrix and a bijective map from the
character set to the points on an Elliptic curve to encrypt and decrypt blocks of 8
characters at a time.

The proposed method is derived from the concepts discussed below in brief(2)(4)(16):

Cryptography can be divided into three parts depending upon the usage of keys:
Symmetric cryptography, Asymmetric cryptography, and hash functions. Symmetric
cryptography uses a private key in the cryptosystem, and Asymmetric cryptography uses
a set of public and private keys in the cryptosystem. In contrast, Hash functions don't use
any keys for performing encryption and decryption.

Elliptic curve
An elliptic curve over real numbers is

y = x + ax + b [1]

If a + b ≠ , then the curve is a non-singular Elliptic curve. Else, it is a singular
Elliptic curve.
The points on an EC over modulo a prime p>3

Epa, b: y
 = x + ax + bmod  

form a cyclic group with respect to point addition on Elliptic curves where each point is a
generator point when the order of the group is prime or the product of distinct primes.

Skewed Affine cipher
A cipher that looks like Affine but is not entirely Affine is a Skewed Affine cipher.

Fibonacci sequence
A sequence of the form < fn > where fn = fn + fn with the initial condition f =

, f =  is called a Fibonacci sequence.

Fibonacci matrix
A matrix generated using numbers of the Fibonacci sequence of the form F =


Fn Fn

Fn Fn
 is called Fibonacci matrix where Fn= nth Fibonacci number. The specialty

of this matrix lies in the fact that it is invertible.

Block matrix

A matrix of the form M = 
A B
C D

 where A, B, C, and D are individual matrices of

smaller order compatible with forming M.
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The determinant of a block matrix M,

detM = detA− BDC . detD 

In a special case where M = 
A B
O D

 where O = zero matrix, the determinant of M,

detM = detA . detD [4]

Hence, we can conclude that M is invertible provided that A and D are invertible (8)(17).

Proposed Method

Let G(x,y) be a point on the chosen Elliptic curve(EC) Epq, . Choose G and EC so
that the order of G in EC is greater than the order of the character set. Let Y be any
random matrix of order 4 * 4. Then the Public key is (G, Y), and the Elliptic curve is
shared privately.

Define a bijective map from the points on the Elliptic curve to English alphabets from
‘A’ to ‘Z’ as 1G, 2G,…, 26G. The character space is assigned the value 27G.
Generation of the key matrix:

Let F = 
Fr Fr

Fr Fr
be a non-singular Fibonacci matrix.

Construct F′ = 
F I
I F

 where I∗is an identity matrix.

Then construct the block matrix A = 
F′ Y
O F′

 where O∗ is a zero matrix.

Also, constructB = 

F′

F′

F′

F′

, which is an 8*2 matrix.

C++ code to generate the key matrices A and B
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Figure 1

Figure 2
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Figure 3

Original message is encrypted byte by byte. Therefore, the plan text is converted to a
block of 8 bits and then encrypted one by one. Suppose the original message is of length
‘m’. If m ≡ mod  ad m ≥ , the plaintext is converted to cipher text byte by byte.
Else the leftover bits in the plain text are filled with character space to complete a byte.

For a message of 8 bits we have,
C = Cipher text matrix of 8*2 order and
X = Plain text matrix of 8*2 order
where each row is a point equivalent to the assigned character on the Elliptic curve.

For a message of size greater than 8 bits, we divide the message into 'n' number of
blocks each of length 8 bits. Then the plain text is written in the form of a matrix as X =
XX … Xn of order 8*2n where Xi is a matrix of 8*2 order. The obtained Cipher text
will be C = CC … Cn of order 8*2n, where Ci is a matrix of 8*2 order.

Encryption

The cipher text for the block of data can be obtained by computing

Ci = A ∗ Xi + B [5]

where Ci∗ , A∗ , Xi∗adB∗ are matrices for i = 1, 2,…, n. Then the final
Cipher text is C = CC … Cn
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Decryption

The plain text is obtained by computing

Xi = A ∗ Ci − B [6]

where Ci∗ , A∗adB∗ are matrices for i = 1, 2,…, n for each block of data.
Then the final plain text is X = XX … Xn].

Example

Let us consider the Elliptic curve E,.

Let G = (1,8) and Y = [

 
 

 
 

 
 

 
 

] where G and Y are public key.

TABLE 1: A bijective map Epq,  → Set of Eglsh alhabets A to Z (18)
Point on E, Character

1P (1,8) A
2P (22,9) B
3P (11,15) C
4P (23,23) D
5P (9,5) E
6P (6,12) F
7P (18,19) G
8P (5,15) H
9P (17,22) I
10P (24,19) J
11P (13,14) K
12P (8,3) L
13P (14,22) M
14P (27,22) N
15P (26,12) O
16P (3,23) P
17P (16,10) Q
18P (28,0) R
19P (16,19) S
20P (3,6) T
21P (26,17) U
22P (27,7) V
23P (14,7) W
24P (8,26) X
25P (13,15) Y
26P (24,10) Z
27P (17,7) Space
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The value of F is: F = 
F F
F F

 = 
 
 

.

Then F′ = [

 
 

 
 

 
 

 
 

], A =









 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 
 
 
 
 


and B =








 
 
 
 
 
 
 
 

 
 
 
 
 


.

Suppose that the original message is: "DON IS IN LONDON." Then m = . Since
 ≡ mod  ad  ≥ , therefore, the message can be split into two blocks of size 8
bits each for encryption and decryption as:

TABLE 2
Block 1 D O N I S I
Block 2 N L O N D O N

For the 1st block of data, the value of X1 =





























 
 
 
 
 
 


For the 2nd block of data, the value of X2 =





























 
 
 
 
 
 


The plain text is X = XX =

















































 
 
 
 
 
 


Encryption (19)
C = A ∗ X + B(Skewed Affine Cipher)
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C =









 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 
 
 
 
 


∗





























 
 
 
 
 
 


+








 
 
 
 
 
 
 
 

 
 
 
 
 


=



























 

 
 
 
 
 
 


+








 
 
 
 
 
 
 
 

 
 
 
 
 


=



























 

 
 
 
 
 
 


Similarly, C = A ∗ X + B

C =









 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 
 
 
 
 


∗





























 
 
 
 
 
 


+








 
 
 
 
 
 
 
 

 
 
 
 
 


=



























 

 
 
 
 
 
 


+








 
 
 
 
 
 
 
 

 
 
 
 
 


=



























 

 
 
 
 
 
 

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C = C C =















































 

 
 
 
 
 
 


Decryption (19)
X = A ∗ C − B

=









. 
 .

. −.
−. .

. −.
−. .

. 
 .

−. 
 −.

−. .
. −.

−. .
. −.

−. 
 −.

 
 

 
 

 
 

 
 

. 
 .

. −.
−. .

. −.
−. .

. 
 . 

 
 
 
 
 
 


∗

(

































 

 
 
 
 
 
 


−








 
 
 
 
 
 
 
 

 
 
 
 
 


)







=





























 
 
 
 
 
 


Similarly, X = A ∗ C − B

=









. 
 .

. −.
−. .

. −.
−. .

. 
 .

−. 
 −.

−. .
. −.

−. .
. −.

−. 
 −.

 
 

 
 

 
 

 
 

. 
 .

. −.
−. .

. −.
−. .

. 
 . 

 
 
 
 
 
 


∗

(

































 

 
 
 
 
 
 


−








 
 
 
 
 
 
 
 

 
 
 
 
 


)






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=





























 
 
 
 
 
 


Therefore, X = X X =

















































 
 
 
 
 
 


TABLE 3: Original Message
Points on E, Plain text character

(23,23) D
(26,12) O
(27,22) N
(17,7) Space
(17,22) I
(16,19) S
(17,7) Space
(17,22) I
(27,22) N
(17,7) Space
(8,3) L
(26,12) O
(27,22) N
(23,23) D
(23,12) O
(27,22) N

Cryptanalysis

The Elliptic curve used in the process remains confidential, increasing the difficulty
level for cryptanalysis. The non-singular block matrix generated with the sub-matrix
formed using the compatible Fibonacci and identity matrices can also be attacked only
when the private key is disclosed. Thus carrying a brute force attack is impossible.

As the data is encrypted in the form of matrices, therefore the algorithm retains the
Avalanche effect. Also, the same plain text characters at different indices would produce
various cipher texts. Thus the algorithm is resistant to attacks by frequency analysis.
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Conclusions

The mathematical concept of the existence of inverses in specific matrices such as
the Fibonacci and particular case of Block matrix has served as the base for developing
the above method with an addition to the skewed Affine Cipher. The memory
management is also focused in the paper as the data is encrypted by communicating 8
characters in a single stretch. Thus two-level security is provided. A robust key exchange
protocol is required to exchange the secret key on which the entire security of the
cryptosystem relies.
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